FILE ENCRYPTION

WO r r I e d Complete file encryption solution

that enables you to protect and

ab o u t share confidential information by
Ot e r using a smart card or USB key.
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can work with your files as before.
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Using Triple DES encryption in
I I combination with a smart card or
USB key, CryptoGram Folder

protects your confidential files

7 with the highest security level that
ata you can find
.

Only a smart card or USB key and
your PIN code provide access to
your files. Enter the wrong PIN
code 3 times and your smart card
or USB key is blocked from
further use. This offers maximum
protection in case of loss or theft.

Simple

You don’t have to be a security
expert to be able to use
CryptoGram Folder. Thanks to
CryptoGram Folder’s on-the-fly
encryption and decryption, you
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Since the introduction of IT, data is
being transmitted, received and
stored in electronic formats.
Whether it's on your notebook, a
network server or flying across the
world via e-mail, your data is in a
vulnerable state to whoever wants it.
The reality is that serious hacking
tools are available to anyone
willing to spend a few minutes
searching the Internet. Simple
password protection no longer
provides enough security. On the
other hand, high maintenance
security procedures can be so
cumbersome that they will be
ignored eventually.

What is needed is non-intrusive,
yet effective data security.
CryptoGram Folder is exactly
that. Using Triple DES (128 bit)
encryption, CryptoGram Folder
offers the highest security level
you can find. Balancing this incre-
dible strength is CryptoGram
Folder's ease of use.

_I Protect your files

With CryptoGram Folder, you can
protect all your files by simply
moving them to a special directory.
All data stored inside this directory
will be encrypted when written
and decrypted when read.
Network directories can also be
encrypted in order to share
confidential files with trusted
colleagues.

Additionally, encrypted files can be
compressed automatically.

ﬁ Protect your e-mail

If your message recipients also use
CryptoGram Folder and have the
same encryption keys, they will be
able to seamlessly access the
encrypted files you send them
via e-mail. If they do not have
CryptoGram Folder, you can send
them a self decrypting file.

CryptoGram Folder is compatible
with all e-mail applications.

T
ﬁ Remove all traces of

your confidential files
CryptoGram Folder can delete files
or directories permanently from
your hard disk, preventing anyone
from retrieving them. You simply
click on the file or directory
to be erased, or drag it to the
CryptoTrash icon on your desktop.

Optional key

recovery mechanism
With the optional key recovery
mechanism, a company has the
possibility to allow security officers
access to encrypted data by using a
master key.
This enables a company to have
access to protected files in case of
an emergency.

Take the
right steps to
protect your
company...

CryptoGram Folder features

= CryptoGram Triple DES (128 bit)
encryption

= Multi-user capable with private
or shared keys

« Support for smart card and USB key

= Workstation lock after period of
inactivity

« File and directory encryption

« Self decrypting file generation

= Restrictions on encryption to
protect system files

= Optional data compression

= Secure erase

« User or system defined key
generation

= Key backup and restore

= Compatible with other CryptoGram
software products

Available Products

CryptoGram Folder Professional Edition
Uses hard disk or floppy disk as key holder.

CryptoGram Folder Smart Edition

Uses smart card as key holder, included
2 smart cards and card reader (serial or
PCMCIA).

CryptoGram Folder iKey™ Edition
Uses a USB key as key holder, includes 2
iKeys™.

Enterprise Functionality

From a 25 user icense onwards, CryptoGram
Folder includes additional feature for
software ~distribution, custom installation,
key distribution and key recovery.

CryptoGram Folder is compatible with
Windows 95, Windows 98, Windows
NT 4.0 and Windows 2000

3, avenue du Canada

ZA Courtaboeuf 1 - 91974 LES ULIS Cedex - France
Phone (33) 1 69 29 82 10 - Fax (33) 1 69 29 89 49

E-mail: contact@cryptogram-fr.com

FILE ENCRYPTION

(e o

Iy



